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Cownkack

Conkact and Links:

Webpage: https://webportal.dev.austrianopensciencecloud.org/

(will be continuously updated with training material)

Slacke: https://adls-workspace.slack.com/ join/signup
Email: adls@uibic.ac.at
LinkedIn: https://linkedincom/in/croediq
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Funding Agency: BMBWF + participating universities
Skart: 06,2020

End: 12,2024

Who should benefit: all Auskrian universities

Which parts are effected: research, teaching, ZIDs
Complexity: high - on the technical side of things
PI: self orqanized scrum team (formal TU Wien)
Partners:

TECHNISCHE
UNIVERSITAT
WIEN

TU, W= B (0 iR @i @KU/ JXU
— UNIVERSITY LINZ
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- inter-university collaboration on cloud infrastructure
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We Look for answers to:

What techhnologies? How to connect them? How to make it secure?
How to share daba/users? How ko include LMS? How bto federate everything? eke.
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- inbker-universiky collaboration on cloud infraskruckture
J

- lowering the learning curve for compute tasks in research and teaching
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BUILD AGENTS TEST PLATFORM: RUNTIME:
libraries & services, VHPC: for bateh / MPI ‘
automation & secrets Kubemetes: standard jobs Public Registry §D

Intermal Registry DEV % @P '
standard kubemetes
x%6 arm
x%6 arm @ @

Avx-512 x¥6-cuda

Intermal Registry
Continuous Integration Continuous Deploymev\‘t
T
- Repos'-‘tof‘y Unit Test r < ‘ Integro:tion reports
4t Security reports ‘ Performance tests
|

Scientific Content
—_— Commodity Cloud Platform

We start drawing a map:

hide the ,this should just work" stuff and provide: building manuals,
blueprinks, workshops, training, different access for different skillsets,...
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- inter-university collaboration on cloud infrastructure
- lowering the learning curve for compute tasks in research and teaching

- secure exchange and collaboration on data, applications and resulks
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How can I share my program, data, algorithm?

Enable an interactive version of a research paper including data and
alqorithms, you could also allow people ko run. Make sure your resulks survive,
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- inter-university collaboration on cloud infrastructure
- lowering the learning curve for compute tasks in research and teaching
- secure exchange and collaboration on data, applications and resulks

- interactive access to High Performance Computing Systems
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Datalenter

Create a virtual HPC and connect ko real HPCs

test interfaces for browser based access, provide resources for interactive use
i workflows, create a test environment (for admins), confiqurations,...
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- inter-university collaboration on cloud infrastructure

- lowering the learning curve for compute tasks in research and teaching
- secure exchange and collaboration on data, applications and resulks

- interactive access to High Performance Computing Systems

- collaborative devetapmen& and sharing at Austrian academic
tnstibubions
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Applico:tions

Enable tooper&&&ve devetapmem& A research

develop a common code base in your research t:ommum&j and gain vLsLbLLE,E-_j,
bev\efb& from a reproducible environment and interoperabiliby
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- inter-university collaboration on cloud infrastructure

- lowering the learning curve for compute tasks in research and teaching
- secure exchange and collaboration on data, applications and resulks

- interactive access to High Performance Computing Systems

- collaborative devetapmen& and sharing at Austrian academic
tnstibubions

- Toolkit for building and hosting interactive teaching materials

14
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Apphca‘t?on

State of the art kteaching

allow for a reproducible environment, benefit form defined standards, give
students an immersive experience, bring your research in the class room,
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- inter-university collaboration on cloud infrastructure

- lowering the learning curve for compute tasks in research and teaching
- secure exchange and collaboration on data, applications and resulks

- interactive access to High Performance Computing Systems

- collaborative devetapmen& and sharing at Austrian academic
tnstibubions

- Toolkit for building and hosting interactive teaching materials

- Establish an open community for users and maintainers to contribute
and support each other

16
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@% it Research
Research MHD
Applico:tions .

Compu‘be_

Platfo
Infrastructure Automation ” ™

BluePrint

Datalenter

Establish a self supporting community

benefit and give back to the community, gain visibility, share your ideas and
resulks, qain new insights, use state ot the art technologies
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- inter-university collaboration on cloud infrastructure

- lowering the learning curve for compute tasks in research and teaching
- secure exchange and collaboration on data, applications and resulks

- interactive access to High Performance Computing Systems

- collaborative devetapmen& and sharing at Austrian academic
tnstibubions

- Toolkit for building and hosting interactive teaching materials

- Establish an open community for users and maintainers to contribute
and support each other

18
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Interested? Grelb i kouch!

We are hiring ;)
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A Ausbrian wide sclence cloud:
Why b walkkes sense?
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Executive summary

e Roughly 90% of the respondents indicated that their organizations are using
the cloud. That's a small increase over last year's 88%.

e The response to the survey was global; all continents (save Antarctica) were
represented. Compared to last year, there was a much higher percentage of
respondents from Europe (33%, as opposed to 11%) and a lower percentage
from North America (42%).

e In every industry, at least 75% of the respondents work for organizations
using the cloud. The most proactive industries are retail & ecommerce,
finance & banking, and software.

e Amazon Web Services (AWS) (62%), Microsoft Azure (48%), and Google
Cloud (33%) are still the big three, though Amazon's market share has

Is cloud Compu&v\g talking over?

Cloud makes sense if: you can share, standardize & decouple

—» The more bespoke your requirements, the harder/costlier

“% We'll be cloud native
within 2 years.

6% Wg'll_ be cloud native
within 1year.

33%

We have no
plans to go

cloud native
at this time.

N:E?s://mww.oreittt}.com/radar/f:he—ctoud—m—zoz1—ado?Eion—con&nu&s/



https://www.oreilly.com/radar/the-cloud-in-2021-adoption-continues/
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SaaS
W{) PoaS

BluePr’mt Automation
IoaaS

Datalenter Datalenter

What do we mean bv Open Science Cloud?

Definibion: A distributed virtual runtime, where Infrastructure, Platforms and Applications can be
eLasELcaLLj consumed ‘as a service', while the customer Prcvides the cowntent.

Key paradigm feakures: automation, standard APIs, self-service, shared ownership, communily driven
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SaaS
W{) PoaS

BluePr’mt Automation
IoaaS

DataCenter Datalenter

What kind of services are we kalking aboukb?

Definition: The CNCF defines cloud-native computing as the use of open source software, as well as

technologies such as containers, microservices and service mesh, to c&.eveLoP and clePLo'j scalable

applications on cloud computing platforms



https://www.techtarget.com/searchitoperations/definition/container-containerization-or-container-based-virtualization
https://www.techtarget.com/searchapparchitecture/definition/microservices
https://www.techtarget.com/searchitoperations/definition/service-mesh
https://www.techtarget.com/searchcloudcomputing/definition/cloud-computing
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Compu‘te_
Platform
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IAPPQStNC'tUPC Automation

BluePrint

Datalenter

Inkerlude: Each layer has its own btu,eprm%s

To quarantee Lm&ero’aarabitifzj, there are sktandards (like “conbracts”) between each

Lajer -» emables a distributed aommuni&v to conkribute ot all Lajers
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Standalone
De,ployme_n‘t

UseCase I: a teaching lab in Jupyter

User Feedbaclk: ALl universities wish/have Jupyter labs of some form

-» How to make bthis scale & koti.si:i.r:attj improve (even ko open source ups&ream)?
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Process of making it “cattle”:
LExtract common functionality
2. Package container

3Share & release

4. Decide runtime pto&-form

sStandardize depto:;mev&

&.Publish dePLijeh& package

PUBhSh for all to use

7.Improve common fuhcﬁohai.i.&v

#.Conbribute back to open source

Plus:

1. Enable users to integrate their

custom conkenkt

2. Enable user lifecycle

UseCase I: a teaching lab in Jupyter
> standard Jupiter platform + custom lectures + federated users

con be used by anyone who uses same standard runtime platform
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Services:

1.Build & release

services

000
: T upyter » 2. Container registries
| —® @ 3.User federation, IdP
Apphca‘tiom Publish | 4.Lecture content

management

e
A
&.0'

<0 5. (LMS/Moodle

Integration)

6. (Applica&iom
Bevetopmen&)

UseCase I: a teaching lab in Jupyter
> standard Jupiter platform + custom lectures + federated users

can be used bv ahyone who uses same standard runtime F»L&Eﬂform
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UseCase II: Container runtime (mulki tenant)

User Feedbaclk: We have bhis application in a container, we want to run it somewhere

—> upkeep and configuration of a mulki-tenant container orchestrator highly nontrivial
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What is kubernetes (lkews) ?

"# - Tabitha Sable
Replying to @krisnova

A friendly robot that uses control theory to manifest

our hopes and dreams, so long as those dreams can be
expressed in YAML.
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Howdy! 2 AND SERVICES Jupyter VHPC  Kubernetes @ ADLS  Enablement  Tutorials

Welcome to Rancher

= '@ local adis-jupyter x % s > i B 0O : H
~ Loginwith AzureAD Cluster .
Use 5 lacatticar Workload v Charts
Apps & Marketplace ~
® Charts jupyter v All Categories v
Installed Apps 1 "
Repositories 4 =
Recent Operations 0
Service Discovery v :
jupyterhub pebble
Storage X Multi-user Jupyter This Helm chart
L installation bootstraps Pebble: an
Monitoring ¥ ACME server (like...

I nooing ~; Linux only Linux only
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BluePrint Automation

UseCase II: Container runtime (mulki-tenant)
Two bypes of templates: (1) Kubernetes deployments to provide people with k¥s

(2) deployments of user apps ON TOP of kubernetes
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BluePrint Automation

UseCase II: Container runtime (mulki-tenant)

Consolidate various uni’s feature requirements, plus:

networl, observabiti?:j, users, ser:u,ril’:j —> establish &empto&es to add apps
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Package De_plov./

]

Appl?cation

create

Container
Runtime

UseCase 1I: Container runtime for standard apps

If users follow the standards on how to Pubtish their application, they can request a

runtime for it Since the runtime is standardized, it can be used on various locations,
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@ Teaching

Teaching Lo

Apphcdtions

InPrastmctuf‘e Automation

BluePrint

Compu'te_
Platform

Datalenter

UseCase 1I: Container runtime for standard apps

Cur exampta :Ju,pjf:er SaaS can now be hosted on khis Conkainer runtime and used bj

anyonhe, who can depto:j our Paas BluePrint
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Paas

i
T Tupyter

. 5 .l Corg aborat l:‘Ve,
Research w MHD Caepie

Applications

st uder\ts

(L5
’,
J
o
i
R

XA

PEINE,

UseCase I1I: Research software packaging (el HPC)

Feedback: reseachers would Like to distribute easy to run packages of HPC

applications (e.q. mpi), especially for onboarding students or new team members
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vHEPC

BUILD AGENTS

libracies & services,
automation & secrets

TEST PLATFORM;

VHPC: for bateh / MPI
Kubemetes: standard jobs

RUNTIME:

Interval Registry DEV

Continuous In‘te,gmtion

Public Registry

Continuous Deployme,r\'t

AVX-512 x%6-cuda
Intemal Registry

Source Re‘cos}‘tom/

.331’, Se,curi‘ty reports

|
Unit Test reports |

Use Case III: Research software packaging (incl HPC)

In‘te_gra‘tion re,por‘ts
Performance tests

|

—-——% Cow\mooh‘bt/ Cloud Platform

Enable the reproducibility and sharing of research software

standard kubermetes

|

——

student lap‘top

Scientific Content
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0 m] : Tnpyter Co'l?loubor‘a't;ve_
Research % “TMHD ShEAle
Apphcoctions .

Q &

IAPPQStNC'tUPC Automation

BluePrint

Compu‘te_
Platform

Datalenter

Vision: find ways to combine HPC and cloud native

Leverage ease-of-use of cloud-native and integrate it with classical HPC systems

-» early stage of prototypes worldwide, collaborations ongoing
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SQL

.....3 Dotilois S ce Azure Active Directory

@ (S
ﬂg l(ey Vauht a >

Openstack

=

CORE

k¥s

Opens‘tack é;ns‘tack

s

Um Uni B

Mulkicloud: how ko combine Pubti&/priv&&e cloud

Consume cost efficiently from public providers for specialized services, use "metal” we already have

ik often makes no sense to build and maintain pure commodity services =» buy before build
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Cloud as

enabler

O

Research
Apphcoctions

O

Infrastructure

BluePrint

&

XA

¥

Automation

000

Datalenter

MHD

Collaborative
Research

ComPu‘te_
Platform

Summary: Unis differentiate by content, ZIDs consolidate

Let engineers enable standard Ptaﬁforms and accelerate researchers to do their research
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TALK 2 | Cloud Native Labs

for Teaching and Research
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What and for whom is Jupyter?

Why do we need Jupyter to teach our students?

What is Kubernetes and why is it a good choice for Jupyter?

What is Openstack and why is it a good choice for Kubernetes?
How can researchers/universities benefit from this in the long run?

What is already working? - What do we still need for this to work?

41
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Whak is :“Jupj&er?

o open standards & web services
o web-based, mulki-user, interactive computing environment

e across all Frogrammms Llanguages

For whom s 3upv%er?

o classrooms, research labs and companies doing:

o data science, scientific computing,
© computational Journalism, machine learning, ete.

e EXECUTE, VISUALISE & SHARE code and daka in a web-based environmenk

42
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ij do we heed ;‘Ju,pj%&r to teach our studenks?

o combine kext with code snippets & oubpuls

File Edit View Run Kemel Tabs Settings Help

; B : o 3 Launcher % | Course Menegement X | %
GEQbLQS; S]‘O\Phs OLV\d. MOLFS on a SLV\SLQ F’O\SQ O w/ o 12ome2rzs - Matrix Factorization ~» X |a

=
* @ e © Rseased D
The assignment has been released to students and it is nol advised 1o push further changes lo the repository. If the assignment is over you can
mark it as complete in the edit menu or right here. Undoing the release of the will hide the from students again but their
local files are unaffected by this action. When re-releasing the assignment after significant changes a new commit will be made and you will
have to instruct users to reset their progress thus far or work with separate versions later on

~ UNGO RELEASE || B COMPLETE
b 5 upy‘ter => open standards & web services
‘PO . . . l l o l Overview Files S  GitLog
r interactive QOMPU‘tMs across all programming languages
1 The local files are up to date with the remete repository. 145518 @ 05be967

Iupwe‘tab => WCB’LO\SQO( ;nte“act;ve JCVeIOPMe"t env;mnment ¢ vm( ] Matrix Factonization.ipynb 144840 @ l;48.| o
for notebooks, coo(e, doata science, scientific co»apu'ting, No Auomato Gradg 35 | EM e
eowapu‘to:tional :‘ournalism, and machine le_amir\g 53 v

oo orl @t G
CeADLNE Jsert @tuwian.ac.a

— Ju P Y‘te'r HoDeadios & T COMMIT s P @
A ups/te,rHuL => mul‘ti-use,r version C—¥9
*Por compomies, classrooms omo( reseanrch lo&:s

Simple oMo ® Course Managamart

43
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Grading Jupyter | Saas

: File Edit View Run Kernel Tabs Settings Help

B + 3] + (¢ [% Launcher

l ;

m/ - [20wle2/2/

al

o

.— Name - Last Modified

- W] Matrix Fac... 16 minutes ago

Simple oMo @&

source/20wle2/[2

El Notebook

Python 3
(ipykernel)

Console

Python 3
(ipykernel)

B other
= ¥ @

Terminal Text File Markdown File Python File
(3 7
# Assignments
,Q \/

Assignments Course
Management

=

Show
Contextual Help

® Manage Assighments
e Crrade Au&oma&icauj

e Inform Studemnts

Launcher | 44
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Inkro k¥s | Paas

What is Kubernetes | gs ?

® open-source svs&em
odepioymeh& automakbion
o scaling and management

o for containerized applications

CLOUD NATIVE

COMPUTING FOUNDATION

oo AUSTRIAN DATALAB
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Cluster

Workload

Apps & Marketplace

@ Charts

Installed Apps
Repositories
Recent Operations

Service Discovery

Storage

Monitoring

Logging

More Resources

Jupyter

Charts

vHPC

Rancher, jupyterhub

Alerting Drivers

The manager for third-party
webhook receivers used in
Prometheus Alertmanager

Harvester CSI Driver

A Helm chart for Harvester CSI
driver

Monitoring

Collects several related Helm
charts, Grafana dashboards, and
Prometheus rules combined with...

Kubernetes

ADLS

‘,

Enablement

v All Categories

CIS Benchmark

The cis-operator enables running
CIS benchmark security scanson a
kubernetes cluster

jupyterhub

Multi-user Jupyter
installation

Linux only

OPA Gatekeeper

Modifies Open Policy Agent's
upstream gatekeeper chart that
provides policy-based control for...

Linux only

Tutorials

45
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What is Kubernetes | gs ? ComUINg FouNoATIOn

adls-jupyter x

Cluster
Projects/Namespaces Cluster DaSh boa rd
Nodes )
Cluster Members ‘ Use the new Cluster Tools to manage and install Monitoring, Logging and other tools
I
Workload
CronJobs Provider: RKE2 Kubernetes Version: v1.22.9 Created: 3.2 days ago
DaemonSets
Deployments
Jobs 168 Total Resources 32 Deployments
StatefulSets
Pods
Apps & Marketplace Ca pacity
Service Discovery

Storage Pods Cores Memory

Monitoring Used 25.91% Reserved Reserved

Logging

& Cluster Tools
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Intro Openstack | Haa$

What is Opems&ac:w’?

Open Source Cloud Software to
provide common services for
cloud infrastructure

Project / Compu

Overview

Limit Summary
Images Compute

Orchestratior:

v v v v v
i = a
&
£ 2
© x
@ e
2 q £
-] o
28 2
@ ©

unes Vol pshot: me 20
Ured Used 0 of 10 Used 788G of 1000G!
Network
Secursy Groups curity G o
Wocated Usad 30110 Used 3 tac 00 sed A0

Usage Summary

Open Infrastructure

— _
e openstack. Al Guosmion

e @ SaaS

Research
Applicoctions

fs\

siurm |3

TU
Opens‘tack Provider XY

Datalenter DataCenter DoatalCenter

47
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WkQ& Eﬁs OFQMS&QCQ? Eopenstack 7 SOI:::EALFI'Ig;aStI'ucture

Create Share

Share Name
Description:

Select parameters of share you want to create.
Description

Metadata: .
| Zm;:i::::(:: Empty strings will be ignored. Share PI‘OtOCOl

key=value

v NFS
CIFS
GlusterFS

Share Limits
Total Gibibytes

Number of Shares

HDFS
CephFS
MapRFS

O Make visible for all ©

48



° ot Benefits | Administration

Benefits

Interactive Access | Jupyter
Dynamic, Scalable & Flexible | Kubernetes & OpensStack

Open-source Community | everyone can participate | TRUE Collaboration

49
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o° Benefits | Administration

Federakion

000
‘:. Jur,y'fe_p
3

Azure Active Dire_c‘tory

o bebween Universities

oo need for separate accounts
e Grranting Consent at sighup

o Multi Factor Authentication | MFA

eWebporEaL > discoverability > \/ ‘
»~

Azure Active Directory ‘ SAML

TUOW / TUG

Azure Active Dire_c‘tory
wU

50



° ot Federation | Administration

o® ADLS x +

&~ (4 # webportal.dev.austrianopensciencecloud.org > » 0O o H

oo AUSTRIAN DATALAB

O anD services Jupyter VvHPC  Kubernetes ADLS Enablement  Tutorials  Setup ev

We are hiring! ¥

Discover Develop

Welcome to our Cloud Native Labs

This project incubates use-cases for standardized cloud pla‘t{:of‘n services for universities.
We support both teaching as well as research and offer free trainings to students and staff.

Our wodel: ®

Open Disclaimer

51
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Aubomakion Tools

Ansible | Terraform | Operators | Helm | Public Images

52
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Public image-stack for all Users

o For UseCase: a teaching lab in Jupyter

o Community contributions

o Take something from the image stack, add to it/modify existing images
o Focus on teaching, dont worry about underlying layers

o https://qitlab tuwien.ac.ot/ jupyter/image-stack

< <0

Automation Automation

\~/
Builol, test, SQMO — puuish, ‘tag

Admin

Bl

—®

53


https://gitlab.tuwien.ac.at/jupyter/image-stack
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Public image-stack for all Users

¢ Users can create Merge Requests

O ~v| YrsStar |0 ¥ Fork 0

for features, or adap& existing | image-stack @

Project ID: 2713 (3

ones

-0-135 Commits ¥ 9 Branches ¢ 0 Tags 471KB Files ] 552.9 MB Storage

(] ?LFQLEA’\Q kay\dt&s buitd} SCO\V\.V\EA’\S dev image-stack /| | + v History Find file Web IDE & v m

update submodule head @

GUSQTS {:&M Qd& EQSES “fc}r &heir Ccde Weber, Thomas authored 21 hours ag

abdb7de2 [

I, Upload File [©) README [3 ci/cD configuration @ Add LICENSE [ Add CHANGELOG [ Add CONTRIBUTING

O Adm LMS VET ij CO V\&T’ Eﬂb ME E,OV\ th E]Add Kubernetes clus(er

{8} Configure Integrations

i:OLV\ Er EfS s QT‘ Pub L EwSk EA’\S EO Name Last commit Last update

[ base-notebook add newline for testing 1 month ago
[ i i
registries - securily measure
. 3 grader-notebook update submodule head 21 hours ago
B3 r-notebook Features/pipelinetest carina 1 month ago
£ handling §
QSj QM LMS Or Msers 3 test-notebook one more try 1 week ago

54



G el okl Build System | Enablement

Pipeline Output
¢ Checking the outcome helps to fix something/make modifications

e Ik visualises whak your Pipeiiv\e s doing

Pipeline Needs Jobs 4 Tests 2  Security
Upstream Build-test Build Grype Trivy
Build-test-notebook (¥) image-stack @ build-test < @ build = @ grype o @ container_scanning <
> #117698
@ image_build_test Parent
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‘PE,F'&LEM@. Cuk

Pipeline Needs Jobs 6 Tests 2  Security

u& < build-test

2 tests 1 failures 0 errors 50% success rate
@ S . & S Tests
ecurity Scans
test_sample test_basic2 @
G ‘ kLe.r&s test_sample test_basic @
Pipeline Needs Jobs & Tests 2 Security
Scan details
Container Scanning 1 vulnerability o, Download resuits v
Dependency Scanning 0 vulnerabilities &, Download results v
Severity Tool
All severities v All tools v
W Severity Vulnerability Identifier Tool
B CVE-2018-25032 in zlib-1.2.11-r3 C - .
cl @ Unknown adisregistrysbx.azurecr.iofjupyter/test-notebook:5766393c8e23d16c194de0202060ea77b0 CVE-2018-25032 omamer canning

8f1d67

Duration

0.00ms

1.00ms

1.00ms
Details
View detalls
View detalls
Hide details

Hide dismissed

CEN
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What still needs ko be addressed?

oLiberal access to resources or quota management

e Infrastructure Connection between Universities needs to be established
¢ Storage/Data sharing between Universities needs to be solved

® Open Source Contribution/Community Guidelines need to be created

o Security implications need to be addressed further

GObsarvabE,LLEj needs ko be &mpraveci

e:)u,ijer Environments still need IM&@?@SEQd? G"Q& LA EOMﬁh!
improvements We are hi,ri,v\a ;)
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UNIVERSITY LINZ
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Training & support

c use )
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Training, Classes & Support ADLS

Monthly demos, Hackabthons and an open Chat
Piauned. 2023: Vorlesung “Hands-on Cloud wnative”

Training:

1.Public tech demo, each Llast
Wednesday of the month

2. Hackathowns (qum&erbj) and/or
Work‘sl«ops

s. Tutorials inel short Videos on our
Webportal

4. (planned for SoSe 2023) Vorlesung:
“Hands-on Cloud Native” on topics
like Containers, Kubernetes, Cloud
Architecture and Securilty

Suppar&:

1.Slacke channelx
2. Issues i qitlab

*re.qu.es& tnvite
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Welcome to your Kubernetes Beginner Tutorial

This is aimed at beginners to play with the main components of a k8s deployment. While most components are generic to any k8s, some specific annota

At the end of this tutorial you will be able to:

e understand and use k8s manifests for the most common components

» understand how to find logs

e understand how to dig through the network

e understand how manifests are different from helm charts

» understand the difference between a statefulset and a deployment

e inspect a secret

e understand the basics of RBAC (Role Based Access Control)

generate a certificate using cert manager (or by hand, if someone has the patience)
e work with kubectl , RancherUI and Lens

Tutorial Part I: Learn how a k8s-"deployment" works by running Pac-Man

Pac-Man the classic arcade game - modified/upgraded for our Rancher cluster so you may have fun modifying its components.



